
exploits/02_SSA/Original/00_Contract_cert_p2.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company











exploits/02_SSA/Original/00_Contract.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 







exploits/02_SSA/02_Contract_cert_p2_SSA_v2_form_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company





		Text2: Attacker Corp.







exploits/02_SSA/01_Contract_cert_p2_SSA_v1_sig-field_added_signed_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company





		









exploits/02_SSA/01_Contract_cert_p2_SSA_v1_sig-field_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company











exploits/02_SSA/01_Contract_cert_p2_SSA_v1_sig-field_added_signed.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company





				2020-08-06T17:36:20+0200

		Attacker Corp.











exploits/02_SSA/02_Contract_cert_p2_SSA_v2_form_added_manipulated.pdf


exploits/01_EAA/Original/00_Contract_cert_p3.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/Original/00_Contract.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 







exploits/01_EAA/10_Contract_cert_p3_EAA_PolyLine_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/08_Contract_cert_p3_EAA_Line_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/07_Contract_cert_p3_EAA_Ink_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/11_Contract_cert_p3_EAA_Square_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Rectangle





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/04_Contract_cert_p3_EAA_Caret_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/07_Contract_cert_p3_EAA_Ink_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Pencil





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/05_Contract_cert_p3_EAA_Circle_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Oval





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/11_Contract_cert_p3_EAA_Square_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Rectangle





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/01_Contract_cert_p3_EAA_FreeText_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Typewritten Text

,000,000





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/14_Contract_cert_p3_EAA_Underline_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/03_Contract_cert_p3_EAA_Stamp_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Blank_Site





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/13_Contract_cert_p3_EAA_StrikeOut_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/02_Contract_cert_p3_EAA_Redact_NAME_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/04_Contract_cert_p3_EAA_Caret_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Inserted Text





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/10_Contract_cert_p3_EAA_PolyLine_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Polygonal Line





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/05_Contract_cert_p3_EAA_Circle_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/09_Contract_cert_p3_EAA_Polygon_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/03_Contract_cert_p3_EAA_Stamp_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/09_Contract_cert_p3_EAA_Polygon_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Polygon





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/12_Contract_cert_p3_EAA_Squiggly_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/02_Contract_cert_p3_EAA_Redact_NAME.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/06_Contract_cert_p3_EAA_Highlight_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/01_Contract_cert_p3_EAA_FreeText_AMOUNT_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/13_Contract_cert_p3_EAA_StrikeOut_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Cross-Out





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/14_Contract_cert_p3_EAA_Underline_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Underline





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/12_Contract_cert_p3_EAA_Squiggly_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Underline





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/08_Contract_cert_p3_EAA_Line_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Line





				2020-08-06T14:53:41+0200

		Company











exploits/01_EAA/06_Contract_cert_p3_EAA_Highlight_AMOUNT.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Highlight





				2020-08-06T14:53:41+0200

		Company











exploits/00_Original/00_Contract_cert_p1.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:52:30+0200

		Company











exploits/00_Original/00_Contract_cert_p3.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/00_Original/00_Contract_cert_p2.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company











exploits/00_Original/00_Contract.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 







exploits/04_high_priv_JS/Original/00_Contract_cert_p3.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/04_high_priv_JS/Original/00_Contract_cert_p2.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company











exploits/04_high_priv_JS/Original/00_Contract.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 







exploits/04_high_priv_JS/01_Contract_cert_p3_EAA_annot_added_high_priv_JS_added_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:41+0200

		Company











exploits/04_high_priv_JS/02_Contract_cert_p2_SSA_sig-field_added_high_priv_JS_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company











exploits/04_high_priv_JS/02_Contract_cert_p2_SSA_sig-field_added_high_priv_JS_added_manipulated.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company











exploits/04_high_priv_JS/01_Contract_cert_p3_EAA_annot_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Pencil





				2020-08-06T14:53:41+0200

		Company











exploits/03_Permission_mismatch/Original/00_Contract_cert_p1.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:52:30+0200

		Company











exploits/03_Permission_mismatch/Original/00_Contract_cert_p2.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 





				2020-08-06T14:53:18+0200

		Company











exploits/03_Permission_mismatch/Original/00_Contract.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 







exploits/03_Permission_mismatch/02_Contract_cert_p1_Stamp_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Attacker_Stamp





				2020-08-06T14:52:30+0200

		Company











exploits/03_Permission_mismatch/02_Contract_cert_p1_FreeText_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Typewritten Text

FreeText comment added to P1 certified PDF.





				2020-08-06T14:52:30+0200

		Company











exploits/03_Permission_mismatch/01_Contract_cert_p2_Stamp_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Attacker_Stamp





				2020-08-06T14:53:18+0200

		Company











exploits/03_Permission_mismatch/01_Contract_cert_p2_FreeText_added.pdf


Contract 


 


All partners agree to the following transfer: 


 


Name:   Honest Corp. 


IBAN:   US12 3456 7890 


Amount:   $100 



PDFIn

Typewritten Text

FreeText comment added to P2 certified PDF.





				2020-08-06T14:53:18+0200

		Company










