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 _____            _       _ _        _   _             
| ____|_  ___ __ | | ___ (_) |_ __ _| |_(_) ___  _ __  
|  _| \ \/ / '_ \| |/ _ \| | __/ _` | __| |/ _ \| '_ \ 
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           |_|                                         

• This directory contains exploits with minimal user interaction
• The password for all encrypted PDF documents is simply: 'pass'

╭────────────────────────────────────────────────────────────────────╮
│ ───────── [ 01-acrobat-reader (tested v2019.008.20081) ] ───────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | strong user interaction required
‣ A1-form_02-crypt-stdcf.pdf          | strong user interaction required
‣ A1-form_03-identity-stm.pdf         | strong user interaction required
‣ A1-form_04-identity-str.pdf         | strong user interaction required
‣ A1-form_09-stm-eff-true.pdf         | strong user interaction required
‣ A1-form_12-stm-metadata-true.pdf    | strong user interaction required
‣ A2-link_01-crypt-null.pdf           | strong user interaction required
‣ A3-script_01-crypt-null.pdf         | no user interaction for dns prefetch
‣ A3-script_02-crypt-stdcf.pdf        | no user interaction for dns prefetch
‣ A3-script_03-identity-stm.pdf       | no user interaction for dns prefetch
‣ A3-script_04-identity-str.pdf       | no user interaction for dns prefetch
‣ A3-script_18-names-false-js.pdf     | no user interaction for dns prefetch
‣ A3-script_08-stm-eff-false.pdf      | no user interaction for dns prefetch
‣ A3-script_09-stm-eff-true.pdf       | no user interaction for dns prefetch
‣ A3-script_11-stm-metadata-false.pdf | no user interaction for dns prefetch
‣ A3-script_12-stm-metadata-true.pdf  | no user interaction for dns prefetch
‣ A3-script_13-stm-xref-false.pdf     | no user interaction for dns prefetch

╭────────────────────────────────────────────────────────────────────╮
│ ──────────── [ 02-foxit-reader (tested v9.2.0.9297) ] ──────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_18-names-false.pdf          | strong user interaction required
‣ A1-form_09-stm-eff-true.pdf         | strong user interaction required
‣ A2-link_18-names-false.pdf          | strong user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ─────────── [ 03-xchange-viewer (tested v2.5.322.9) ] ──────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A2-link_01-crypt-null.pdf           | strong user interaction required
‣ A3-script_01-crypt-null.pdf         | no user interaction required
‣ A3-script_08-stm-eff-false.pdf      | no user interaction required
‣ A3-script_09-stm-eff-true.pdf       | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ──────────── [ 04-perfect-reader (tested v8.0.3.5) ] ───────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | no user interaction required
‣ A1-form_03-identity-stm.pdf         | no user interaction required
‣ A1-form_04-identity-str.pdf         | no user interaction required

Note: Encryption parameters different from other testcases because
      of a bug in this client (it cannot decrypt even the original
      `00-encrypted.pdf` testcase, but worked on older testcases)

╭────────────────────────────────────────────────────────────────────╮
│ ──────────── [ 05-studio-viewer (tested v2018.1.0) ] ───────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | no user interaction required
‣ A1-form_03-identity-stm.pdf         | no user interaction required
‣ A1-form_16-str-trailer-false.pdf    | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ───────────── [ 06-nitro-reader (tested v5.5.9.2) ] ────────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_15-str-sig-false.pdf        | no user interaction required
‣ A1-form_16-str-trailer-false.pdf    | no user interaction required
‣ A1-form_17-str-xref-false.pdf       | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ────────── [ 07-acrobat-pro (tested v2017.011.30127) ] ─────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | strong user interaction required
‣ A1-form_02-crypt-stdcf.pdf          | strong user interaction required
‣ A1-form_03-identity-stm.pdf         | strong user interaction required
‣ A1-form_04-identity-str.pdf         | strong user interaction required
‣ A1-form_09-stm-eff-true.pdf         | strong user interaction required
‣ A1-form_12-stm-metadata-true.pdf    | strong user interaction required
‣ A2-link_01-crypt-null.pdf           | strong user interaction required
‣ A3-script_01-crypt-null.pdf         | no user interaction for dns prefetch
‣ A3-script_02-crypt-stdcf.pdf        | no user interaction for dns prefetch
‣ A3-script_03-identity-stm.pdf       | no user interaction for dns prefetch
‣ A3-script_04-identity-str.pdf       | no user interaction for dns prefetch
‣ A3-script_18-names-false-js.pdf     | no user interaction for dns prefetch
‣ A3-script_08-stm-eff-false.pdf      | no user interaction for dns prefetch
‣ A3-script_09-stm-eff-true.pdf       | no user interaction for dns prefetch
‣ A3-script_11-stm-metadata-false.pdf | no user interaction for dns prefetch
‣ A3-script_12-stm-metadata-true.pdf  | no user interaction for dns prefetch
‣ A3-script_13-stm-xref-false.pdf     | no user interaction for dns prefetch

╭────────────────────────────────────────────────────────────────────╮
│ ─────────── [ 08-foxit-phantom (tested v9.5.0.20723) ] ─────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_03-identity-stm.pdf         | strong user interaction required
‣ A1-form_04-identity-str.pdf         | strong user interaction required
‣ A1-form_18-names-false.pdf          | strong user interaction required
‣ A1-form_09-stm-eff-true.pdf         | strong user interaction required
‣ A2-link_18-names-false.pdf          | strong user interaction required
‣ A3-script_03-identity-stm.pdf       | strong user interaction required
‣ A3-script_18-names-false-js.pdf     | strong user interaction required
‣ A3-script_11-stm-metadata-false.pdf | strong user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ─────────── [ 09-xchange-editor (tested v7.0.326.1) ] ──────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | strong user interaction required
‣ A2-link_01-crypt-null.pdf           | strong user interaction required
‣ A3-script_01-crypt-null.pdf         | no user interaction required
‣ A3-script_08-stm-eff-false.pdf      | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ─────────── [ 10-perfect-premium (tested v10.0.0.1) ] ──────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | no user interaction required
‣ A1-form_03-identity-stm.pdf         | no user interaction required
‣ A1-form_04-identity-str.pdf         | no user interaction required

Note: Encryption parameters different from other testcases because
      of a bug in this client (it cannot decrypt even the original
      `00-encrypted.pdf` testcase, but worked on older testcases)

╭────────────────────────────────────────────────────────────────────╮
│ ─────────────── [ 11-studio-pro (tested v12.0.7) ] ─────────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | no user interaction required
‣ A1-form_03-identity-stm.pdf         | no user interaction required
‣ A1-form_16-str-trailer-false.pdf    | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ───────────── [ 12-nitro-pro (tested v12.2.0.228) ] ────────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_15-str-sig-false.pdf        | no user interaction required
‣ A1-form_16-str-trailer-false.pdf    | no user interaction required
‣ A1-form_17-str-xref-false.pdf       | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ───────────── [ 13-nuance-power (tested v3.0.0.17) ] ───────────── │
╰────────────────────────────────────────────────────────────────────╯


‣ A1-form_01-crypt-null.pdf           | strong interaction required
‣ A1-form_14-str-encrypt-false.pdf    | strong interaction required
‣ A1-form_16-str-trailer-false.pdf    | strong interaction required
‣ A2-link_01-crypt-null.pdf           | strong interaction required
‣ A2-link_14-str-encrypt-false.pdf    | strong interaction required
‣ A2-link_16-str-trailer-false.pdf    | strong interaction required
‣ A3-script_01-crypt-null.pdf         | no user interaction required
‣ A3-script_08-stm-eff-false.pdf      | no user interaction required
‣ A3-script_11-stm-metadata-false.pdf | no user interaction required
‣ A3-script_14-str-encrypt-false.pdf  | no user interaction required
‣ A3-script_16-str-trailer-false.pdf  | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ────────── [ 14-iskysoft-editor (tested v6.4.2.3521) ] ─────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_18-names-false.pdf          | strong user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ──────────── [ 15-masterpdf-editor (tested v5.1.36) ] ──────────── │
╰────────────────────────────────────────────────────────────────────╯


‣ A1-form_18-names-false.pdf          | no user interaction required
‣ A2-link_18-names-false.pdf          | strong user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ───────── [ 16-soda-pdf-desktop (tested v11.0.16.2797) ] ───────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_01-crypt-null.pdf           | strong user interaction required
‣ A1-form_14-str-encrypt-false.pdf    | strong user interaction required
‣ A1-form_15-str-sig-false.pdf        | strong user interaction required
‣ A1-form_16-str-trailer-false.pdf    | strong user interaction required
‣ A1-form_17-str-xref-false.pdf       | strong user interaction required

Note: this client does not support referencing to streams,
      thereofore only strings can be leaked (however, note
      that any stream can be re-defined as a string)

╭────────────────────────────────────────────────────────────────────╮
│ ─────────── [ 17-pdf-architect (tested v7.0.23.3193) ] ─────────── │
╰────────────────────────────────────────────────────────────────────╯


‣ A1-form_01-crypt-null.pdf           | strong user interaction required

Note: this client does not support referencing to streams,
      thereofore only strings can be leaked (however, note
      that any stream can be re-defined as a string)

╭────────────────────────────────────────────────────────────────────╮
│ ─────────── [ 18-pdfelement-pro (tested v6.8.0.3523) ] ─────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_18-names-false.pdf          | strong user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ───────────── [ 19-preview.app (tested v10.0.944.4 ] ───────────── │
╰────────────────────────────────────────────────────────────────────╯

No exploit available (application not vulnerable to direct exfiltration)

╭────────────────────────────────────────────────────────────────────╮
│ ───────────── [ 20-evince-viewer (tested v3.2.11) ] ────────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A2-link_01-crypt-null.pdf           | weak user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ───────────── [ 21-okular-viewer (tested v0.26.1) ] ────────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A2-link_01-crypt-null.pdf           | weak user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ────────────── [ 22-mupdf-viewer (tested v1.14.0) ] ────────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A2-link_01-crypt-null.pdf           | weak user interaction required
‣ A2-link_00-str-unencrypted.pdf      | weak user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ────────── [ 23-chrome-browser (tested v70.0.3538.67) ] ────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_18-names-false.pdf          | no user interaction required
‣ A2-link_18-names-false.pdf          | no user interaction required

╭────────────────────────────────────────────────────────────────────╮
│ ──────────── [ 24-firefox-browser (tested v66.0.2) ] ───────────── │
╰────────────────────────────────────────────────────────────────────╯

No exploit available (application not vulnerable to direct exfiltration)

╭────────────────────────────────────────────────────────────────────╮
│ ───────────── [ 25-safari-browser (tested v11.0.3) ] ───────────── │
╰────────────────────────────────────────────────────────────────────╯

No exploit available (application not vulnerable to direct exfiltration)

╭────────────────────────────────────────────────────────────────────╮
│ ────────── [ 26-opera-browser (tested v57.0.3098.106)] ─────────── │
╰────────────────────────────────────────────────────────────────────╯

‣ A1-form_18-names-false.pdf          | no user interaction required
‣ A2-link_18-names-false.pdf          | no user interaction required
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exploits/direct-exfiltration/07-acrobat-pro/A3-script_01-crypt-null.pdf





exploits/direct-exfiltration/07-acrobat-pro/A3-script_12-stm-metadata-true.pdf





exploits/direct-exfiltration/07-acrobat-pro/A3-script_11-stm-metadata-false.pdf





exploits/direct-exfiltration/07-acrobat-pro/A3-script_08-stm-eff-false.pdf





exploits/direct-exfiltration/07-acrobat-pro/A3-script_03-identity-stm.pdf





exploits/direct-exfiltration/07-acrobat-pro/A3-script_13-stm-xref-false.pdf
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Check the window title bar...
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******** ENCRYPTED TEXT ********
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Click into document to test links...





http://mix.p.df/
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 __  __ _              _    ____            _             _   
|  \/  (_)_  _____  __| |  / ___|___  _ __ | |_ ___ _ __ | |_ 
| |\/| | \ \/ / _ \/ _` | | |   / _ \| '_ \| __/ _ \ '_ \| __|
| |  | | |>  <  __/ (_| | | |__| (_) | | | | ||  __/ | | | |_ 
|_|  |_|_/_/\_\___|\__,_|  \____\___/|_| |_|\__\___|_| |_|\__|

• This directory contains 18 different testcases to
  gain partially encrypted content in PDF documents

  ├── 01-crypt-null.pdf
  ├── 02-crypt-stdcf.pdf
  ├── 03-identity-stm.pdf
  ├── 04-identity-str.pdf
  ├── 05-crypt-none.pdf
  ├── 06-none-stm.pdf
  ├── 07-none-str.pdf
  ├── 08-stream-eff-false.pdf
  ├── 09-stream-eff-true.pdf
  ├── 10-stream-eff-true-efopen.pdf
  ├── 11-stream-metadata-false.pdf
  ├── 12-stream-metadata-true.pdf
  ├── 13-stream-xref-false.pdf
  ├── 14-string-encrypt-false.pdf
  ├── 15-string-sig-false.pdf
  ├── 16-string-trailer-false.pdf
  ├── 17-string-xref-false.pdf
  ├── 18-names-false-js.pdf
  └── 18-names-false.pdf

• How to check for mixed content? If partial encryption is supported,
  this is usually displayed via feedback visible in the PDF document
  itself, with the following exceptions/addions:

  ‣ For `10-stream-eff-true-efopen.pdf`, the attachment may need to be opened
  ‣ For testcases `14` to `18`, there are two additional support indicators:
    → click into the lower half of the document to trigger a link
    → or check in document properties (if not shown in window bar)
  ‣ For `18-names-false-js.pdf`, an additional JavaScript alert pops up

• Note that sometimes, depending on the application, only one of these up
  to three indicators gives feedback regarding partial encryption support
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Support for /FreeText Annots
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